Title 49: Transportation
81570.203 Reporting significant security concerns.

(a) Each owner/operator identified in 881580.1, 1582.1, and 1584.101 of this
subchapter must report, within 24 hours of initial discovery, any potential threats and
significant security concerns involving transportation-related operations in the United States
or transportation to, from, or within the United States as soon as possible by the methods
prescribed by TSA.

(b) Potential threats or significant security concerns encompass incidents, suspicious
activities, and threat information including, but not limited to, the categories of reportable
events listed in appendix A to this part.

(c) Information reported must include the following, as available and applicable:

(1) The name of the reporting individual and contact information, including a telephone
number or email address.

(2) The affected freight or passenger train, transit vehicle, motor vehicle, station,
terminal, rail hazardous materials facility, or other facility or infrastructure, including
identifying information and current location.

(3) Scheduled origination and termination locations for the affected freight or
passenger train, transit vehicle, or motor vehicle-including departure and destination city
and route.

(4) Description of the threat, incident, or activity, including who has been notified and
what action has been taken.

(5) The names, other available biographical data, and/or descriptions (including vehicle
or license plate information) of individuals or motor vehicles known or suspected to be
involved in the threat, incident, or activity.

(6) The source of any threat information.



Appendix A — Reportable Incidents

Breach, Attempted Intrusion,
and/or Interference

Misrepresentation

Theft, Loss, and/or Diversion

Sabotage, Tampering, and/or
Vandalism

Cyber Attack

Expressed or Implied Threat

Eliciting Information

Testing or Probing of Security

Photography

Observation or Surveillance

Materials Acguisition and/or
Storage

Weapons Discovery, Discharge, or
Selzure.

Suspicious Hems or Activity

Description

Unauthorized personnel attempting to or actually entering a restricted area or secure site relating to a transportation facility or conveyance owned,
operated, or used by an owner/operator subject to this part. This includes mdividuaks entering or attermpting to enter by impersonation of authorized
personnel (for example, polce/security, janitor, vehicke owner/operator). Activity that could interfere with the abiity of employees to perform duties to
the extent that security is threatened.

Presenting false, or misusing, insignia, documents, and/or identification, to misrepresent one's affiliation with an owner/operator subject to this part to
cover possible Blicit activity that may pose a risk to transportation security.

Stealing or diverting identification media or badges, uniforms, vehicles, keys, tools capable of compromising track integrity, portable derails, technology,
or classified or sensitive security information documents which are proprietary to the facility or conveyance owned, operated, or used by an
owmner/operator subject to this part.

Damaging, manipulating, or defeating safety and security appliances in connection with a facility, infrastructure, conveyance, or routing mechanism,
resulting in the compromised use or the temporary or permanent loss of use of the facility, infrastructure, conveyance or routing mechanism. Placing or
attaching a foreign object to a rail car(z).

Compromising, or attempting to compromise or disrupt the information/technology infrastructure of an owner/operator subject to this part.

Communicating a spoken or written threat to damage or compromise a facility/infrastructure/conveyance owned, operated, or used by an
owmer/operator subject to this part (for example, a bomb threat or active shooter).

Questioning that may pose a risk to transportation or national security, such as asking one or more employees of an owner/operator subject to this part
about particular facets of a facility's conveyance's purpose, operations, or security proceduras.

Deliberate interactions with employees of an owner/operator subject to this part or challenges to facilities or systems owned, operated, or used by an
owmer/operator subject to this part that reveal physical, personnel, or cyber security capabilities.

Taking photographs or video of facilities, conveyances, or infrastructure owned, operated, or used by an owner/operator subject to this part in 2 manner
that may pose a risk to transportation or national security. Examples include taking photographs or video of infrequently used access points, personnel
performing security functions {for example, patrols, badge/wehicle checking), or security-related equipment (for example, perimeter fencing, security
cameras).

Demonstrating unusual interest in facilities or loitering near conveyances, railcar routing appRances or any potentially critical infrastructure owned or
operated by an owner/operator subject to this part in a manner that may pose a risk to transportation or national security. Examples include observation
through binoculars, taking notes, or attempting to measure distances.

Acquisition and/or storage by an employes of an owner/operator subject to this part of materials such as cell phones, pagers, fuel, chemicals, toodc
materials, and/or timers that may pose a risk to transportation or national security (for example, storage of chemicals not needed by an employee for the
performance of his or her job duties).

‘Weapons or explosives in or around a facility, conveyance, or infrastructure of an owner/operator subject to this part that may present a risk to
transportation or national security (for example, discovery of weapons inconsistent with the type or quantity traditionzlly used by company security
personnel).

Discovery or observation of suspicious items, activity or behavior in or around a facility, conveyance, or infrastructure of an owner/operator subject to
this part that results in the disruption or termination of operations {for example, halting the operation of a conveyance while law enforcement personnel
investigate a suspicious bag, briefcase, or package).
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