
Configuring Cloud Data Storage Integrations 
with Azure 
This document describes how to create the Azure resources required to enable the Union Pacific Cloud data sharing 

service to deliver data to you.  

Steps 

Step 1: Create a Container in an Azure Storage Account 

Create the storage account 

If you have a storage account already you can reuse it.  

The networking configuration needs to allow access from the internet. You will need permission to create a container 

and to change access control for the storage account. 

 
 



Create a Container 

 

 

Step 2: Provide storage container URL to the Union Pacific 

Gather the name of the storage account. In this example it is kfddemosnowflake02 

Gather the name of the container. For example: demo-data-container-02 

Provide the URL to the container to the Union Pacific. For example, this is the URL to provide: azure:// 

kfddemosnowflake02.blob.core.windows.net/demo-data-container-02/ 

 

Step 3: Provide the Azure Tenant ID 

Gather the tenant ID for the azure subscription. For example, you can navigate to the directory and view the tenant ID 

from the overview screen. 



 

 

In this example the tenant id is f391da4a-d46c-4ec1-a8ed-0b19ba730529 

Provide the tenant ID to the Union Pacific.  

Step 4: Accept requested permissions using the Consent URL 

Union Pacific will create a Snowflake storage integration in the Union Pacific Snowflake account.  

Union Pacific will provide: 

1. an azure consent URL  

2. an azure multi-tenant application name (“snowflake” will appear in this name) 

An admin user in your organization will need to visit the consent URL and accept the requested permission: “Sign in and 

read user profile”. After consenting on behalf of your organization the azure multi-tenant application will appear in the 

list of enterprise applications in the EntraID Tenant.  

The multi-tenant application name will match the one provided by Union Pacific. It will have a corresponding service 

principal to which you will grant permissions on the storage account container.  

Step 5: Grant permissions on storage account container to the multi-tenant 

application  

Select the storage blob contributor role (or some less privileged role) 



 

 

When you search for the service principal type in the name of the multi-tenant application provided by Union Pacific. 

 

 

 

Confirm that the multi-tenant snowflake application has access to the storage account. 

 

 



 

Send a notice to Union Pacific that you have granted the permissions on the storage account container.  

Step 6: Union Pacific confirms the application has permissions 

Union Pacific will run a quick test to confirm that the storage integration service has permission to the storage account 

container. 
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